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Trigraph Professional Services & Rits Information Security

 Computer Forensics

Executive Briefing

Description:
Businesses are exposed to significant risks in terms of technology based criminal activity or inappropriate employee behaviour. Computer Forensics or eForensics involves the collection, preservation and analysis of evidence in such cases. The Computer Forensics Briefing is a half-day presentation designed to give delegates an appreciation of the critical aspects of IT-based forensic investigations; the tools employed and best practice in pursuing or defending cases. The most common issues facing organisations today include Bullying, PBX fraud, inappropriate images including pornography, contract violation, IP theft and fraud. 

This Briefing provides managers and key decision-makers with the vital intelligence in advance of an incident occurring!

Audience:
This Briefing is intended for managers and key decision-makers within an organisation. It will build an awareness of the seriousness and likely implications of IT related incidents demonstrated through anonymous Irish case studies. It will then help you to formulate policy, procedure and suitable countermeasures to protect your organisation against any future damages or risks associated with such incidents.
Duration:
Half-day

Objectives:
On completion of this Briefing, delegates will:

· Have enhanced their awareness of the Computer Forensics procedures, tools and case types

· Understand the importance of monitoring, auditing and authentication technologies to an investigation

· Know the implications and difference between a civil and criminal investigation

· Be aware of the possible legal outcomes of cases

· Understand the formal methodology required in conducting an investigation

· Be more aware of IT-related threats 

· Know the costs involved if appropriate procedures are not put in place

· Gain valuable insight from experts who have been involved in Internal HR, Civil and Criminal cases

· Understand common issues and methodologies relating to investigations.

Briefing Content

Computer Forensics

What is Computer Forensics?

What is involved in a Computer Forensics investigation?

What are the common case types?

Incident Handling 

Case individuality

What to do once you become suspicious of an incident?

Tools & Methodologies

Hardware/Software quarantine 

Image acquisition & indexing

Data analysis & interrogation 

IT infrastructure & environment. 

Legal Environment

Internal HR issues, civil and criminal cases

Expert witness 
Being Prepared

Defining policy & procedures 

Incident response methodologies 

When to use external expertise?

Close.
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